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 Scam expert shares how to not end up on scammers 'sucker list'

Scammers are out in full force during the holidays, and they don't discriminate their targets.

Posted: Nov 25, 2019 6:50 AM
Updated: Nov 25, 2019 6:57 AM
Posted By: Isabella Caruso 

TIPPECANOE COUNTY, Ind. (WLFI) — The holidays are a wonderful, but busy time of the year. Unfortunately, that's why it's the perfect time for
scammers to attack. 

News 18 spoke with Marian Liu, an Assistant Professor at Purdue University. Liu researches all types of scams. 

Liu said in the midst of the busy holiday season it's easy to be tricked by scammers.

Her biggest piece of advice is to pay attention to the emails and calls coming in. If you purchase several items from a big retailer such as Amazon,
you may receive an email from what appears to be Amazon. Liu said customers should be careful of this because many scammers disguise as
retailers and companies to get your information.

The email may say something such as, "There's been a delay with you order. Please reply with your username and password." Liu said never to reply
to a message like this.

She explained retailers never ask for personal information in an email, or over the phone, without the customer verifying their identity �rst.
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She said while she believes scammers target elderly people more often, these types of messages are sent to everyone. Scammers are out in full
force during the holidays, and they don't discriminate their targets.

Liu explained for the scammer, its all about the �rst interaction with the victim.

If you do reply to an email or pick up the phone for an unknown number, you become even more of a target. 

"Once you have that �rst step initiated, the scammers have an arsenal of weapons in their pocket."

One of those weapons is communication. If you fall victim to one scam, the scammers know how and when to target you to fall for others. 

Liu said scammers have what she called 'sucker lists.'

If you are tricked by a scammer, that scammer will sell your contact information to others. They also know what type of scam you fall victim to, so
they use that information to target you again and again.

Liu used the example of charities, which is especially relevant during the holiday season because it is a time when so many people give.

For example, if you often donate to a certain charity scammers will pretend to be from an organization with a similar mission. 

"Let's say you're an animal person. Then they would come back with a different organization name continue telling you 'Well we are helping the
animals so you should donate to us.'"

Liu said although it sounds cliche, if it sounds too good to be true it probably is. So if there is an unknown sender in your email inbox or an unknown
number calling you, do not pick up and do not respond. Not only during the holidays, but year round.

Related Content

Scam expert shares how to not end up on scammers 'sucker list'
NIPSCO warns customers of potential phone scammers
A Purdue planet expert shares Insight about NASA’s 'InSight Lander'
Scammers are threatening Greater Lafayette community members for money
Scammers are impersonating FBI phone numbers and agents, agency says
Paul Manafort gets 47 months. Legal experts share examples of people who got more time for less
Hackers using ‘Scareware’ to scam
Medical scam reaches Carroll County
Area school security expert addresses Florida shooting
Frankfort police looking into new phone scam

Scroll for more content...

Article Comments

1 Comment Sort by 

Rana Sajjad Ali
[ USA PEOPLE ONLY ]
I m making over $10k multi month working low maintenance. I
continued hearing other individuals disclose to me how much cash
they can make on the web so I chose to investigate it. All things
considered, it was all valid and has completely transformed me.for
more info visit any tab this site Thanks a lot

☟☟☟☟ COPY THIS WEBSITE ☟☟☟☟

┉┉┉►►  W  w  w  .  L  i  v  e  J  u  m  p  s  .  c  o  mⒶ

Don't copy " Ⓐ " with web address
Like Reply 2h Edited

Oldest

Add a comment...

https://www.wlfi.com/content/news/Scam-expert-shares-how-to-not-end-up-on-scammers-sucker-list--565417922.html
https://www.wlfi.com/content/news/NIPSCO-warns-customers-of-potential-scammers-468657813.html
https://www.wlfi.com/content/news/A-Purdue-planet-expert-shares-Insight-about-NASAs-InSight-Lander-501283071.html
https://www.wlfi.com/content/news/Scammers-are-threatening-Greater-Lafaye-490594861.html
https://www.wlfi.com/content/news/558721662.html
https://www.wlfi.com/content/news/506875082.html
https://www.wlfi.com/content/news/Computer-users-beware-Hackers-are-now-using-scareware-464965993.html
https://www.wlfi.com/content/news/Medical-scam-reaches-Clinton-County.html
https://www.wlfi.com/content/news/Area-school-security-experts-addresses-Florida-shooting--474253493.html
https://www.wlfi.com/content/news/451930593.html
https://googleads.g.doubleclick.net/pcs/click?xai=AKAOjstuX2o-UYFRljEkg4VEqOyl6wINb0d1g0W0-cVk3dfsLya0aBxD-5dufUPi0OvMFWVCAnYyw2wOBpZ9rLDLg4avjzrkoIOnUitO1GnBJscJ387bBPbGbP6gNSsd-3MFAE2kO-7a6_YBlHbDLFIsQN17eKn5pM7zwAaIalQf5u9693gbv5qDLY-EuovM_6XV1kZq8iiuep8er1ejma8HMq6rBYd46vBlWdjh01YjnyvIUAf2svc43cicCdjmcfEt14EJYgYkFbQfDXE&sig=Cg0ArKJSzONzQV5wSijC&adurl=https://agproducersinsurance.com/contact/&nx=CLICK_X&ny=CLICK_Y
https://www.facebook.com/sajjsadali.sajjadali
https://www.facebook.com/sajjsadali.sajjadali
http://www.wlfi.com/content/news/Scam-expert-shares-how-to-not-end-up-on-scammers-sucker-list--565417922.html?fb_comment_id=2554525811279519_2557703280961772
https://www.facebook.com/marian.liu.10


11/28/2019 Scam expert shares how to not end up on scammers 'sucker list'

https://www.wlfi.com/content/news/Scam-expert-shares-how-to-not-end-up-on-scammers-sucker-list--565417922.html 4/7

Attention Bargain Hunters: See How to Never Miss a Deal Again 

By Rakuten

Find your favorite store on Rakuten and earn Cash Back with every purchase.

SPONSORED CONTENT

Widespread Rain and Strong Winds Return

Radar 

Temps 

Fowler
Overcast

30° 
Hi: 54° Lo: 44°
Feels Like: 25°
More Weather

https://ad.doubleclick.net/ddm/trackclk/N4853.1748112NATIVOINC/B22103131.238337438;dc_trk_aid=436627104;dc_trk_cid=111878566;dc_lat=;dc_rdid=;tag_for_child_directed_treatment=;tfua=
https://ad.doubleclick.net/ddm/trackclk/N4853.1748112NATIVOINC/B22103131.238337438;dc_trk_aid=436627104;dc_trk_cid=111878566;dc_lat=;dc_rdid=;tag_for_child_directed_treatment=;tfua=
https://ad.doubleclick.net/ddm/trackclk/N4853.1748112NATIVOINC/B22103131.238337438;dc_trk_aid=436627104;dc_trk_cid=111878566;dc_lat=;dc_rdid=;tag_for_child_directed_treatment=;tfua=
https://ad.doubleclick.net/ddm/trackclk/N4853.1748112NATIVOINC/B22103131.238337438;dc_trk_aid=436627104;dc_trk_cid=111878566;dc_lat=;dc_rdid=;tag_for_child_directed_treatment=;tfua=
https://googleads.g.doubleclick.net/pcs/click?xai=AKAOjssu4dQ9egGIm1VhijuDrxBJZCGYqyY0UXdYw6TIgr7xQdvGJll_B-NgCF8wZzuzYzhpOGk64ZNY2PMf80QthMokbDzBBgnUtDsdgN0gwudKvmzaKeL2drc6d9kyGYVEIGcTrRCjjXl2ulYtqLoKey0rUQznTozahCx77_S6r2q94k4V3_sbxuxGjfN8YfpZlE9c3OgU4GR1uFnPmPDPEGP1nELVSUq9S13AJ7AzhrqN3NqNK_8DEsyimwIxO8DcF0FAA8dyZnM&sig=Cg0ArKJSzNgeZV5eiYKI&adurl=https://www.wlfi.com/about-us/wlfi-18-tv-schedule/&nx=CLICK_X&ny=CLICK_Y
https://www.wlfi.com/weather/interactive-radar/
https://www.wlfi.com/weather


11/28/2019 Scam expert shares how to not end up on scammers 'sucker list'

https://www.wlfi.com/content/news/Scam-expert-shares-how-to-not-end-up-on-scammers-sucker-list--565417922.html 5/7

Planner 

Most Popular Stories

Moving Old Oaken Bucket game to Indy? Purdue president pitches the idea

LPD of�cer returns to force 10 months after being shot

LFD swiftly puts out �re at a home on 29th Street

Six months after boy goes missing in creek, mother shares family's good news

Meth is making a comeback in Tippecanoe County

Purdue student falls 200 feet to his death in rappelling accident

https://www.wlfi.com/weather
https://www.wlfi.com/weather
http://yourcwtv.com/partners/lafayettein/
https://googleads.g.doubleclick.net/pcs/click?xai=AKAOjsstq3FxeNENDbNsy7prnI6V0Kyty0R6QOirDWGP77PbemSpwbNxSA87-u02RVVKZReFZIwXbuW8DrFDjaqb9CfrIOOt17uhyEb7AUcvk4VEzq4yhWNQ0uxvKYBnJFO60TJ4PTSW-7GRSufJWbjgtuokEZzeIrb4mv65xmckndvYjHd21KJgrDQkJKfkgKKBko3zM6FZlxsu68LF5bz652mRduPXBmAI2G8NWEN3WYZd891TI9WbW5hB-awtvLBxpNRqMSAdQ80&sig=Cg0ArKJSzIV_WzztqZ3H&adurl=https://www.wlfi.com/about-us/wlfi-18-tv-schedule/&nx=CLICK_X&ny=CLICK_Y
https://www.wlfi.com/content/news/Moving-Old-Oaken-Bucket-game-to-Indy-Purdue-president-pitches-the-idea-565417552.html
https://www.wlfi.com/content/news/Moving-Old-Oaken-Bucket-game-to-Indy-Purdue-president-pitches-the-idea-565417552.html
https://www.wlfi.com/content/news/LPD-officer-returns-to-force-more-than-10-months-after-being-shot-565438731.html
https://www.wlfi.com/content/news/LPD-officer-returns-to-force-more-than-10-months-after-being-shot-565438731.html
https://www.wlfi.com/content/news/LFD-swiftly-puts-out-fire-at-a-home-on-29th-Street-565412511.html
https://www.wlfi.com/content/news/LFD-swiftly-puts-out-fire-at-a-home-on-29th-Street-565412511.html
https://www.wlfi.com/content/news/Six-months-after-boy-goes-missing-in-creek-mother-shares-familys-good-news--565324432.html
https://www.wlfi.com/content/news/Six-months-after-boy-goes-missing-in-creek-mother-shares-familys-good-news--565324432.html
https://www.wlfi.com/content/news/Meth-is-making-a-comeback-how-police-are-working-to-stop-it-565450741.html
https://www.wlfi.com/content/news/Meth-is-making-a-comeback-how-police-are-working-to-stop-it-565450741.html
https://www.wlfi.com/content/news/Purdue-student-falls-200-feet-to-his-death-in-rappelling-accident-565382862.html
https://www.wlfi.com/content/news/Purdue-student-falls-200-feet-to-his-death-in-rappelling-accident-565382862.html
https://www.wlfi.com/content/news/November-25-3-PM-Weather-Forecast-Update-565432551.html


11/28/2019 Scam expert shares how to not end up on scammers 'sucker list'

https://www.wlfi.com/content/news/Scam-expert-shares-how-to-not-end-up-on-scammers-sucker-list--565417922.html 6/7

TUE WED THU FRI SAT SUN MON

November 25, 5 PM Weather Forecast Update

Scam expert shares how to not end up on scammers 'sucker list'

Three big storms to bring snow, rain and headaches to Thanksgiving week

Fight over West Lafayette's former Happy Hollow Elementary school continues

Community Events

FEATURED

Your Event Here!
Display your event here by promoting it today. Click for details

Tuesday, November 26, 2019

All Day

All Day

9:00 am

ENERGY ASSISTANCE PROGRAM
Area IV Agency

Surprise Yourself! Register Online Today at the Art Museum of Greater Lafayette!
The Art Museum of Greater Lafayette

Sculpture Garden
Haan Museum of Indiana Art

Ad by Primis

SUBMIT YOUR EVENT✔

https://www.wlfi.com/content/news/November-25-3-PM-Weather-Forecast-Update-565432551.html
https://www.wlfi.com/content/news/November-25-3-PM-Weather-Forecast-Update-565432551.html
https://www.wlfi.com/content/news/Scam-expert-shares-how-to-not-end-up-on-scammers-sucker-list--565417922.html
https://www.wlfi.com/content/news/Scam-expert-shares-how-to-not-end-up-on-scammers-sucker-list--565417922.html
https://www.wlfi.com/content/news/565423782.html
https://www.wlfi.com/content/news/565423782.html
https://www.wlfi.com/content/news/Fight-over-West-Lafayettes-former-Happy-Hollow-Elementary-school-continues-565444452.html
https://www.wlfi.com/content/news/Fight-over-West-Lafayettes-former-Happy-Hollow-Elementary-school-continues-565444452.html
https://googleads.g.doubleclick.net/pcs/click?xai=AKAOjssOshUmf_JhpyusLgcuyOIRZEMpbbnfNsgLxPQIxSeERJbDmK8sYp4_kmeZo8mRumHrZOEnK2Nb410xTEZ6G1pHGYojQvLgU0d7mUx3gHZLtG51C_DkqNCy7CGgxd7_PNvgtjJ1e9pLsZ3gfdFZ9MnQi4_j9PUpm_8Vt5aeHLSXVVi40YRe2zVrH_8GbsGCpMDBDcSCOu-CKrnJJZg99ROGVZO0ln9PmpwqOFxoBBfegp06MsEu3fbBMQUbo9k7W4fE248BZvE&sig=Cg0ArKJSzCbJGqCrX5In&adurl=https://www.wlfi.com/about-us/wlfi-18-tv-schedule/&nx=CLICK_X&ny=CLICK_Y
https://wlfi.eviesays.com/admin/p2s
https://wlfi.eviesays.com/admin/p2s
http://www.wlfi.com/community/community-calendar/?/event/9684057/62461107/energy-assistance-program
http://www.wlfi.com/community/community-calendar/?/event/9684057/62461107/energy-assistance-program
http://www.wlfi.com/community/community-calendar/?/event/9590769/63641205/surprise-yourself-register-online-today-at-art-museum-of-greater-lafayette
http://www.wlfi.com/community/community-calendar/?/event/9590769/63641205/surprise-yourself-register-online-today-at-art-museum-of-greater-lafayette
http://www.wlfi.com/community/community-calendar/?/event/9611034/61452956/sculpture-garden
http://www.wlfi.com/community/community-calendar/?/event/9611034/61452956/sculpture-garden


11/28/2019 Scam expert shares how to not end up on scammers 'sucker list'

https://www.wlfi.com/content/news/Scam-expert-shares-how-to-not-end-up-on-scammers-sucker-list--565417922.html 7/7

Get In Touch With Us

2605 Yeager Road
West Lafayette, IN 47906 USA

Main Phone: 765-463-1800

Our Mobile App

Download on theApp Store Download on theGoogle Play

About Us

About Us
Advertise With Us
Contact Us
Jobs at WLFI
Text Alerts
Advertisers

Usage and Legal

FCC Public Inspection File
EEO Report
Child Programming
Privacy Policy
Terms of Service
Ad Choices

All content © copyright WLFI. Copyright © 2019 Heartland Media, LLC. All Rights Reserved. Generated: 2019-09-10 09:05:01pm

Email Newsletters
Get news updates sent to your inbox from WLFI 18 News!

Email Required

SUBSCRIBE

https://itunes.apple.com/us/app/wlfi-tv-news-channel-18/id1216474693?mt=8
https://play.google.com/store/apps/details?id=com.heartland.wlfi&hl=en
http://www.wlfi.com/about-us
http://www.wlfi.com/about-us/advertise-with-us
http://www.wlfi.com/about-us/contact-us
http://www.wlfi.com/about-us/jobs-at-wlfi
http://www.wlfi.com/about-us/text-alerts
https://www.wlfi.com/payments
https://publicfiles.fcc.gov/tv-profile/wlfi
https://publicfiles.fcc.gov/tv-profile/wlfi-tv/equal-employment-opportunity-records/additional-documents/eeo-public-file-reports/38736829-e7b9-0f64-6e29-6a498d232240/
https://publicfiles.fcc.gov/tv-profile/wlfi-tv/program-list/
http://www.wlfi.com/content/news/451149743.html
http://www.wlfi.com/content/news/451149823.html
http://optout.aboutads.info/#!/
https://googleads.g.doubleclick.net/pcs/click?xai=AKAOjstQFkvQUsxBrAb0ShE_VMsWZBn1rUtI3JIQHBFT9KU_vlBXiAJXoUFZ-Jslex065ALgoXYd0eUS6_sF7864UZ-T9LaLg-Bc2koOINxwFlZZg8EbJjGZvf1dWPml65wRezBxYSVZ-3woTn_aECbDRa3cs7pFbBZU_EP_yzX8VxQOu28BtRsjSbLRT5lzL2LCLV3_Ax6SKyqx9HT9noeB29yBJbbFDhuytSOPKoddHURfjmDrnZU6dKCJZAMMNdrO4Js4JczMgCo&sig=Cg0ArKJSzCoL26hLi0SC&adurl=https://www.insightmedialabs.com/wlfi&nx=CLICK_X&ny=CLICK_Y

